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1. O6mue nonoxeHus

llenpl0  cO3naHMS CHUCTEMbl AHTMBMPYCHOM  3amMThl  siBisercs  obecrneueHue
3aUMIIEHHOCTH MH(OPMALMOHHO-KOMMYHHKaLIMOHHOM cuctemsl (nanee MKC) ot Bo3aekcTBus
PasIM4HOr0 poja BPEIOHOCHBIX MPOrpaMM M HECAHKIMOHWPOBAHHBIX MAaCCOBBIX TMOYTOBBIX
pacChUIOK, MPEIOTBPALLCHUA MX BHEAPEHHUS B MH(OPMALMOHHBIE CHCTEMbI, BBISBICHHUS H
Oe3omacHOro yjajeHuss M3 CHCTEM B ClydYae NONAJaHUs, a Talke (UIbTpaUMM A0CTyna
nonbs3oBareneit Mb JIOY k HenpoaykTuBHbIM MHTEpHET-pecypcaM U KOHTPOJIS UX JJIEKTPOHHO#M
EPETTHCKH.

OcHoBonoJIaramMUMH TpeGOBAHHAMH
K cucTeme aHTHBHpYcHO# 3amuTel MbB JIOY sBasiores:

~ PpelIeHHE 3a/la4d AHTUBHPYCHOM 3alMThl JO/DKHO OCYILECTBIATHCH B OOIIEM BHIE.
CpencTBo 3alMThl HE JOJDKHO OKa3bIBaTh NMPOTHBOACHCTBHE KOHKPETHOMY BHPYCY HIIH
TpynIe BHPYCOB, MPOTHBOACHCTBHE HOJDKHO OKa3biBAaThCH B MPEANOJIOKEHHAX, HYTO
BHPYC MOXKET ObITh 3aHECEH Ha KOMIBIOTEP U O BUpPYCE (0 ero CTpyKType (B 4aCTHOCTH,
CHUTHATYpe) U BO3MOXKHBIX NEHCTBHAX) HUYEr0 HE H3BECTHO,

~ peUIeHHE 3aJau¥ AHTHBUPYCHOH 3alllMThl JO/DKHO OCYLIECTBISATHCS B PEATbHOM
BPEMEHH.

~  MEpOIpUATHS, HANpPaBJICHHbIE HA PELICHHE 3a/1a4 110 aHTUBUPYCHOM 3alLMTEe: yCTAaHOBKA
TOJNBKO  JIMLEH3UPOBAHHOIO  IMporpaMmHoro obecneueHuss smbo  OGecriatHoe
AQHTUBMPYCHOE MpPOrpaMMHOe o0ecrnieyeHne, MAyIee B KOMIUIEKTE C [OMJIMHHOM
onepaumMoHHoi cuctemoit (Tuma Microsoft Security Essentials (cets no 10 paboumx
cranumii) wim Microsoft Forefront Endpoint Protection (cets 6Gonee 10 pabGoumx
CTaHLWMI ), noJepxkuBaoLiee paboTy ¢ nojib30BaTEILCKUMH MPOQGUIISIMH.

—  perynsipHoe 0OHOBJICHHE M ©KEIHEBHbIE MPOPHIAKTUYECKUE TPOBEPKH;

~ HENpepbIBHbIM KOHTPOJb HAJd BCEMH BO3MOXXHBIMH MYTSMH [POHMKHOBEHWUS
BPEIOHOCHBIX MMPOrpaMM, MOHMTOPMHI AHTHBHPYCHOH 0O€30macHOCTH M OOHapykeHue
NEeCTPYKTUBHO#M aKTUBHOCTH BPEIOHOCHBIX MporpamMM Ha Bcex odbvektax UKC;

~ ©KEIHEBHbIH aHaIW3, PAH)KMPOBAHWE W MPENOTBPALIEHHE YrpO3 PACIpPOCTPAHEHHUS W
BO3JCHUCTBUS BPEJOHOCHBIX MPOrpaMM ITyTEM BbISBICHHUS YA3BUMOCTEH HCIIOIb3yEeMOro
B MKC onepauMoHHOro nporpaMMHOro obOecneueHuss W CETEBBIX YCTPOKHCTB H
ycTpaHeHuss OOHapyXeHHbIX Ae()EKTOB B COOTBETCTBMHM C JAHHBIMHM [OCTaBIIMKA
NporpaMMHOr0  obecrnedyeHuss W APYTMX  CHELMAIM3UPOBAHHBIX  IKCHEPTHBIX
AHTHBHPYCHBIX CITYXk0;

~ mnpoBeneHHE MPOPHUIAKTHYECKUX MEPONPUATHI MO NMPEAOTBPALICHUIO M OTrPaHUYCHHIO
BMPYCHBIX SMHIEMHI, BKIIOYAIOIIMX 3arpy3Ky ¥ pa3BepThIBAHUE CMEHMANIBHBIX [PABUII
HEeHTpanu3auuu (OTPaXKEHHIO, W3OJISLMH W JIMKBHIALMHK) BPENOHOCHBIX MPOrpaMM Ha
OCHOBE PEKOMEHIALMii N0 KOHTPOJIIO aTak, MOArOTaBIMBAEMbIX Pa3paboTIMKOM CPECTB
3alIUThI OT BPEAOHOCHBIX TIPOrPAMM M JPYTHMH CHELMATM3HPOBAHHBIMH IKCIIEPTHBIMU
AHTHBUPYCHBIMH Cly)k0aMH 10 TOro, kak OyayT BbimylueHbl (aiiibl MCnpaBlICHHIA,
MPU3HAKOB U aHTUBHPYCHBIX CUTHATYP;

~ TPOBEACHHWE PETYJISPHBIX MPOBEPOK LEIOCTHOCTH KPUTHHECKH BaKHBIX MPOrpaMm M
nanHblX. Hanuuue nmumHuX (aiiioB W CIEN0B HECAHKLIMOHUPOBAHHOTO BHECEHUS
M3MEHEHH 10JDKHO ObITh 3apErMCTPHPOBAHO B JKYPHAJIE U PACCIIEI0BAHO;




- BHCLIHHE HOCHTENH MH(OPMALIMK HEH3BECTHOTO TNPOUCXOXKAEHHUS CIIEAyeT POBEPATH Ha

ClyHasx MOpaKeHHs aBTOMATH3MPOBAHHOI MH(DOPMALIHOHHO# CpepI KOMIIbIOTEPHBIMH
BHPYCaMH U IPHHATHIO Mep MO JIMKBMIALMY TIOCICACTBHH OT UX POHUKHOBEHMS:

— CICAYeT UMEeTh IuiaHsl obecreyeHus becnepeGoiinoii paGorer MB HOY nns cnyuaes
BHPYCHOTO  3apakeHMs, B TOM wucle rjamp PE3€PBHOrO0  KONMUPOBaHMs Bcex
HEOOXOIHMBIX TaHHBIX U MPOrpaMm u UX BOCCTAHOBJIEHHS. JTH MEpPbl 0OCOOEHHO BasKHbI

" ANA ceteBbiX (aiioBbix CEPBEPOB, MOANEPKUBAIOMHNX GONBIIOE KOJIMYECTBO paboumx
CTaHLMA.

TexHomornueckne HHCTPYKIHH
I.1. B MB JIOY PYKOBOZHMTENIEM NO/DKHO OBITh Ha3zHAaueHO JIMLO, OTBETCTBEHHOE 3a
AHTHBHPYCHYIO 3alLIUTY, B OJKHOCTHBIE HHCTPYKUHH 1T KOTOPOIO TO/DKHbI ObITH TIPOMHCAHBI
TIOpANIOK NEHCTBUS B mepuon BHPYCHBIX SNUAEMUI, MOPANOK nelcTBuii NIPH BO3HUKHOBEHHH

Co00wwEenNns), nonyuaemas u fiCpenaBaemas 10 TENEKOMMYHHKALMOHHBIM KaHaiam CBs3M, a
TaloKe HHOOPMALKS, HAXOAAAACS Ha CbCMHBIX HOCHTENSAX (MArHUTHBIX AUCKax, nenrax, CD-
ROM, DVD, flash-nakomurensx u T.1.). Konrpoms wuexonsineii MHpOPMaLKM  HeOBX0mHMO
TPOBONMTL HEMOCPENCTBEHHO nepen apXHBHPOBAHHEM M OTIPABKOH (3aNMMChio Ha ChEMHBI
HOCHTEB).

1.4. @aiinel, nomemaemsie s VICKTPOHHBIA apXuB, NODKHBI B 06S3aTe/bHOM NopsiKe
[IPOXOHTbL aHTHBUPYCHBII KOHTPOJTb.

2. TpeGosanus k MTPOBEICHHUIO MEPONIPHATHIH 110 AHTHBHPYCHOM 3amuTe

2.1. B Havane pa6otsr MPH 3arpy3ke KOMIBIOTEPA B aBTOMATHYECKOM PEXUME IOJDKHO
BBITIOJIHATLCS OOHOB/IEHHE AHTHBHPYCHBIX 6a3 u cepBepoB.

2.2. Tlepronuueckue TIPOBEPKH SJIEKTPOHHBIX APXHUBOB OJDKHBI MPOBOIMTLCSA HE pexe
OZHOTO pasa B HEZEMO, NaHHBIE, PacroNOKEHHbIE Ha paboumMX CTaHUMSIX Mob30BaTeel —
€KE/IHEBHO, N0 PACITHCAHMIO,

2.3. BueouepenHoii AHTHUBUPYCHBIH KOHTPOJIb BCEX JHCKOB M ¢aiinos nepconamsHoro
KOMITBHOTEPA I0JDKEH BBIMOIHATHCS

2.3.1. Henocpeactsenso f0C/IC YCTAHOBKH (M3MEHEHHMS) NporpaMMHOro obecrneyenus
KOMIIBIOTEPA 10JDKHA OBITh BBINOJIHEHA aHTHBUPYCHAs MPOBEPKa Ha cepBepax M NEePCOHATLHBIX
KOMIIBIOTEPAX yUpEeKaCHHMS.



2.4. B ciy4ae oOHapy)XeHHS 3apa)KeHHbIX BHpycamu (DailioB WM 3JIEKTPOHHBIX MHCEM
MOJIb30BaTE/ M 0053aHbI:

2.4.1. [IpuocTaHoBUTH padoTy.

2.42. Heme/IeHHO MOCTABHTh B M3BECTHOCTh O (hakTe OOHApyXKEHHs 3apaXKEHHBIX
BUpycOM (aiiioB OTBETCTBEHHOrO 3a obecneyeHue AHTUBUPYCHOM 3alUThl (B ClyYae €ero
orcyTcTBHA — 3aBeaytomero) Mb JIOVY.

2.43. CoBMECTHO C BIaielbLIEM 3apaKEHHBIX BHpPycoM (haiinoB npoBecTH aHamM3
HEQOXOAMMOCTH JaIbHEHILEro MX MCIIOIb30BAHMUS.

2.4 4. TlpoBecTH JIeYCHHE WM YHUUTOXKEHHE 3apaXKEHHBIX (aiiios.

3. OTBeTCTBEHHOCTD

3.1. OTBETCTBEHHOCTh 3a OpraHW3aLWI AHTHBUPYCHOH 3alllMThl BO3/araeTcs Ha
pyxoBoautenst Mb JIOY uiu 110, UM Ha3HAUYEHHOE.

3.2. OTBETCTBEHHOCTh 3a TMPOBEIACHHE MEPONPUATHH AaHTUBHPYCHOro koHTposs B Mb
J10Y BO3J1araeTcs Ha OTBETCTBEHHOIO 3a
obecneueHne aHTHBUPYCHOM 3auinThl, cobmonenne Tpebosanmii HacTosueid MHCTpykumu npu
paboTe Ha NepCOHANbHBIX PabOYMX CTAHIMAX BO3JIAracTCs Ha MOJb30BATENIEH NAHHBIX CTAHIIMMA
WJIH 1earora, OTBE4Yalouero 3a paboTy KOMIbIOTEPHOIO KJ1acca.



